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and the Executive Secretary, shall deter-
mine what information and data to include 
in each Report. 

ARTICLE XIV. APPROVAL, AMENDMENT, AND 
PUBLICATION OF BYLAWS 

The approval and amendment of these by-
laws shall require the affirmative vote of at 
least four of the ISCAP’s members. In ac-
cordance with the Order, the Executive Sec-
retary shall submit the approved bylaws and 
their amendments for publication in the 
FEDERAL REGISTER. 

[69 FR 17053, Apr. 1, 2004]

PART 2002—GENERAL GUIDELINES 
FOR SYSTEMATIC DECLASSIFICA-
TION REVIEW OF FOREIGN GOV-
ERNMENT INFORMATION
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SOURCE: 48 FR 4402, Jan. 31, 1983, unless 
otherwise noted.

§ 2002.1 Purpose. 
These general guidelines for the sys-

tematic declassification review of for-
eign government information have 
been developed in accordance with the 
provisions of section 3.3 of Executive 
Order 12356, ‘‘National Security Infor-
mation,’’ and § 2001.31 of Information 
Security Oversight Office Directive No. 
1. All foreign government information 
that has been incorporated into the 
permanently valuable records of the 
United States Government and that 
has been accessioned into the National 
Archives of the United States shall be 
systematically reviewed for declas-
sification by the Archivist of the 
United States. Declassification reviews 
shall be conducted in accordance with 
the provisions of these general guide-
lines or, if available, in accordance 
with specific systematic review guide-
lines for foreign government informa-
tion provided by the agency heads who 
have declassification authority over 

that information. All foreign govern-
ment information— 

(a) Not identified in § 2002.6 of these 
general guidelines or in specific agency 
guidelines as requiring item-by-item 
declassification review and final deter-
mination by an agency declassification 
authority, and 

(b) For which a prior declassification 
date has not been established, shall be 
declassified as that information be-
comes thirty years old.

§ 2002.2 Definition. 

Foreign government information as 
used in these guidelines means: 

(a) Information provided by a foreign 
government or governments, an inter-
national organization of governments, 
or any element thereof with the expec-
tation, expressed or implied, that the 
information, the source of the informa-
tion, or both, are to be held in con-
fidence; or 

(b) Information produced by the 
United States pursuant to or as a re-
sult of a joint arrangement with a for-
eign government or governments or an 
international organization of govern-
ments, or any element thereof, requir-
ing that the information, the arrange-
ment, or both, are to be held in con-
fidence.

§ 2002.3 Scope. 

(a) These guidelines apply to foreign 
government information that has been 
received or classified by the United 
States Government or its agents, and 
has been incorporated into records de-
termined by the Archivist of the 
United States to have permanent 
value. 

(b) Atomic energy information (in-
cluding information originated prior to 
1947 and not marked as such; informa-
tion received from the United Kingdom 
or Canada marked ‘‘Atomic,’’ or infor-
mation received from NATO marked 
‘‘Atomal’’) that is defined and identi-
fied as ‘‘Restricted Data’’ or ‘‘Formerly 
Restricted Data’’ in Sections 11y and 
142d of the Atomic Energy Act of 1954, 
as amended, is outside the scope of 
these guidelines. Such information is 
not subject to systematic review and 
may not be automatically downgraded 
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or declassified. Any document con-
taining information within the defini-
tion of ‘‘Restricted Data’’ or ‘‘For-
merly Restricted Data’’ that is not so 
marked shall be referred to the Depart-
ment of Energy Office of Classification 
for review and appropriate marking, 
except for licensing and related regu-
latory matters which shall be referred 
to the Division of Security, U.S. Nu-
clear Regulatory Commission.

§ 2002.4 Responsibilities. 
(a) Foreign government information 

transferred to the General Services Ad-
ministration for accession into the Na-
tional Archives of the United States 
shall be reviewed by the Archivist of 
the United States for declassification 
in accordance with Executive Order 
12356, the directives of the Information 
Security Oversight Office, these gen-
eral guidelines, and any specific sys-
tematic declassification guidelines pro-
vided by the agency with declassifica-
tion authority over the information. 

(b) Accessioned foreign government 
information in file series concerning 
intelligence activities (including spe-
cial activities), or intelligence sources 
or methods created after 1945, and 
cryptology records created after 1945, 
shall be subject to review by the Archi-
vist for declassification as it becomes 
50 years old. All other accessioned for-
eign government information shall be 
subject to review by the Archivist for 
declassification as it becomes 30 years 
old. 

(c) Agency heads who have declas-
sification jurisidiction over perma-
nently valuable foreign government in-
formation in agency records not yet 
accessioned into the National Archives 
of the United States are encouraged to 
conduct systematic declassification re-
views of it in accordance with the time 
limits specified in paragraph (b) of this 
section. These reviews shall comply 
with the provisions of Executive Order 
12356, the directives of the Information 
Security Oversight Office, these gen-
eral guidelines, and specific agency 
systematic review guidelines that have 
been issued in consultation with the 
Archivist of the United States and the 
ISOO Director. 

(d) Foreign government information 
falling within any of the categories 

listed in § 2002.6 of these guidelines 
shall be declassified or downgraded 
only upon specific authorization of the 
agency that has declassification au-
thority over it. Such information shall 
be referred to the responsible agen-
cy(ies) for review. Information so re-
ferred shall remain classified until the 
responsible agency(ies) has declassified 
it. If the responsible agency cannot be 
readily identified from the document 
or material, referral shall be made in 
accordance with § 2002.7 of these guide-
lines. 

(e) When required, the agency having 
declassification authority over the in-
formation shall consult with foreign 
governments concerning its proposed 
declassification.

§ 2002.5 Effect of publication. 
(a) Foreign government information 

shall be considered declassified when 
published in an unclassified United 
States Government executive branch 
publication (e.g., the Foreign Relations 
of the United States series) or when 
cleared for publication by United 
States Government executive branch 
officials authorized to declassify the 
information; or if officially published 
as unclassified by the foreign govern-
ment(s) or international organiza-
tion(s) of governments that furnished 
the information unless the fact of the 
U.S. Government’s possession of the in-
formation requires continued protec-
tion. 

(b) The unofficial publication, in the 
United States or abroad, of foreign gov-
ernment information contained in clas-
sified United States or foreign docu-
ments does not in or of itself con-
stitute or permit the declassification 
of such information. Although prior 
unofficial publication is a factor to be 
considered in the systematic review 
process, there may be valid reasons for 
continued protection of the informa-
tion which could preclude its declas-
sification. In particular, the classifica-
tion status of foreign government in-
formation which concerns or derives 
from intelligence activities (including 
special activities), intelligence sources 
or methods shall not be affected by any 
unofficial publication of identical or 
related information. The final declas-
sification determination shall be made 
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by the agency or agencies having de-
classification authority over it.

§ 2002.6 Categories requiring item-by-
item review. 

Foreign government information 
falling into the following categories re-
quire item-by-item review for declas-
sification by agencies having declas-
sification authority over it. 

(a) Information exempted from de-
classification under any joint arrange-
ment evidenced by an exchange of let-
ters, memorandum of understanding, 
or other written record, with the for-
eign government or international orga-
nization of governments, or element(s) 
thereof, that furnished the informa-
tion. Questions concerning the exist-
ence or applicability of such arrange-
ments shall be referred to the agency 
or agencies having declassification au-
thority over the records under review. 

(b) Information related to the safe-
guarding of nuclear materials or facili-
ties, foreign and domestic, including 
but not necessarily limited to 
vulnerabilities and vulnerability as-
sessments of nuclear facilities and Spe-
cial Nuclear Material. 

(c) Nuclear arms control information 
(see also paragraph (k) of this section). 

(d) Information regarding foreign nu-
clear programs (other than ‘‘Restricted 
Data’’ and ‘‘Formerly Restricted 
Data’’), such as: 

(1) Nuclear weapons testing. 
(2) Nuclear weapons storage and 

stockpile. 
(3) Nuclear weapons effects, hardness, 

and vulnerability. 
(4) Nuclear weapons safety. 
(5) Cooperation in nuclear programs 

including, but not limited to, peaceful 
and military applications of nuclear 
energy. 

(6) Exploration, production and im-
port of uranium and thorium from for-
eign countries. 

(e) Information concerning intel-
ligence activities (including special ac-
tivities) or intelligence or counter-
intelligence sources or methods includ-
ing but not limited to intelligence, 
counterintelligence and covert action 
programs, plans, policies, operations, 
or assessments; or which would reveal 
or identify: 

(1) Any present, past or prospective 
undercover personnel, installation, 
unit, or clandestine human agent, of 
the United States or a foreign govern-
ment; 

(2) Any present, past or prospective 
method, procedure, mode, technique or 
requirement used or being developed by 
the United States or by foreign govern-
ments, individually or in combination 
to produce, acquire, transmit, analyze, 
correlate, assess, evaluate or process 
intelligence or counterintelligence, or 
to support an intelligence or counter-
intelligence source, operation, or activ-
ity; 

(3) The present, past or proposed ex-
istence of any joint United States and 
foreign government intelligence, coun-
terintelligence, or covert action activ-
ity or facility, or the nature thereof. 
(For guidance on protecting United 
States foreign intelligence liaison rela-
tionships, see Director of Central Intel-
ligence Directive ‘‘Security Classifica-
tion Guidance and Foreign Security 
Services,’’ effective January 18, 1982.) 

(f) Information that could result in 
or lead to actions which would place an 
individual in jeopardy attributable to 
disclosure of the information, includ-
ing but not limited to: 

(1) Information identifying any indi-
vidual or organization as a confidential 
source of intelligence or counterintel-
ligence. 

(2) Information revealing the identity 
of an intelligence or covert action 
agent or agents. 

(3) Information identifying any indi-
vidual or organization used to develop 
or support intelligence, counterintel-
ligence, or covert action agents, 
sources or activities. 

(g) Information about foreign indi-
viduals, organizations or events which 
if disclosed, could be expected to: 

(1) Adversely affect a foreign coun-
try’s or international organization’s 
present or future relations with the 
United States. 

(2) Adversely affect present or future 
confidential exchanges beween the 
United States and any foreign govern-
ment or international organization of 
governments. 

(h) Information related to plans 
(whether executed or not, whether pre-
sented in whole or in part), programs, 
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operations, negotiations, and assess-
ments shared by one or several foreign 
governments with the United States, 
including but not limited to those in-
volving the territory, political regime 
or government of another country, and 
which if disclosed could be expected to 
adversely affect the conduct of U.S. 
foreign policy or the conduct of an-
other country’s foreign policy with re-
spect to a third country or countries. 
This item would include contigency 
plans, plans for covert political, mili-
tary or paramilitary activities or oper-
ations by a foreign government acting 
alone or jointly with the United States 
Government, and positions or actions 
taken by a foreign government alone or 
jointly with the United States con-
cerning border disputes or other terri-
torial issues. 

(i) Information concerning arrange-
ments with respect to foreign basing of 
cryptologic operations and/or foreign 
policy considerations relating thereto. 

(j) Scientific information such as 
that concerning space, energy, clima-
tology, communications, maritime, un-
dersea, and polar projects, the disclo-
sure of which could be expected to ad-
versely affect current and/or future ex-
changes of such information between 
the United States and any foreign gov-
ernments or international organiza-
tions of governments. 

(k) Information on foreign policy as-
pects of nuclear matters, the disclosure 
of which could be expected to adversely 
affect cooperation between one or more 
foreign governments and the United 
States Government. 

(l) Information concerning physical 
security arrangements, plans or equip-
ment for safeguarding United States 
Government embassies, missions or fa-
cilities abroad, the disclosure of which 
could reasonably be expected to in-
crease the vulnerability of such facili-
ties to penetration, attack, take-over, 
and the like. 

(m) Nuclear propulsion information. 
(n) Information concerning the estab-

lishment, operation, and support of nu-
clear detection systems. 

(o) Information concerning or reveal-
ing military or paramilitary escape, 
evasion, cover or deception plans, pro-
cedures, and techniques, whether exe-
cuted or not. 

(p) Information which could ad-
versely affect the current or future 
usefullness of military defense policies, 
programs, weapons systems, oper-
ations, or plans. 

(q) Information concerning research, 
development, testing and evaluation of 
chemical and biological weapons and 
defense systems; specific identification 
of chemical and biological agents and 
munitions; and chemical and biological 
warfare plans. 

(r) Technical information concerning 
weapons systems and military equip-
ment that reveals the capabilities, lim-
itations, or vulnerabilities of such sys-
tems, or equipment that could be ex-
ploited to destroy, counter, render inef-
fective or neutralize such weapons or 
equipment. 

(s) Cryptologic information, includ-
ing cryptologic sources and methods, 
currently in use. This includes infor-
mation concerning or revealing the 
processes, techniques, operations, and 
scope of signals intelligence com-
prising communications intelligence, 
electronics intelligence, and telemetry 
intelligence, the crytosecurity and 
emission security components of com-
munications security, and the commu-
nications portion of cover and decep-
tion plans. 

(t) Information concerning electronic 
warfare (electronic warfare support 
measures, electronic counter-counter-
measures) or related activities, includ-
ing but not necessarily limited to: 

(1) Nomenclature, functions, tech-
nical characteristics or descriptions of 
communications and electronic equip-
ment, its employment/development, 
and its association with weapoins sys-
tems or military operations. 

(2) The processes, techniques, oper-
ations or scope of activities involved in 
the acquisition, analysis and evalua-
tion of such information, and the de-
gree of success achieved by the above 
processes, techniques, operations or ac-
tivities. 

(u) Present, past or proposed protec-
tive intelligence information relating 
to the sources, plans, techniques, 
equipment and methods used in car-
rying out assigned duties of protecting 
United States Government officials or 
other protectees abroad and foreign of-
ficials while in the United States or 
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United States possessions. This in-
cludes information concerning the 
identification of witnesses, informants 
and persons suspected of being dan-
gerous to persons under protection. 

(v) Information on deposits of foreign 
official institutions in United States 
banks and on foreign official institu-
tions’ holdings, purchases and sales of 
long-term marketable securities in the 
United States. 

(w) Information concerning economic 
and policy studies and sensitive assess-
ments or analyses of economic condi-
tions, policies or activities of foreign 
countries or international organiza-
tions of governments received through 
the Multilateral Development Banks 
and Funds or through the International 
Monetary Fund (IMF) and the Organi-
zation for Economic Cooperation and 
Development (OECD). 

(x) Information described in para-
graphs (a) through (w) contained in 
correspondence, transcripts, memo-
randa of conversation, or minutes of 
meetings between the President of the 
United States or the Vice President of 
the United States and foreign govern-
ment officials. 

(y) Information described in 
paragrpahs (a) through (w) contained 
in documents originated by or sent to 
the Assistant to the President for Na-
tional Security Affairs, his Deputy, 
members of the National Security 
Council staff, or any other person on 
the White House or the Executive Of-
fice of the President staffs performing 
national security functions. 

(z) Federal agency originated docu-
ments bearing Presidential, National 
Security Council, or White House or 
Executive Office of the President 
staffs’ comments relating to categories 
of information described in paragraphs 
(a) through (w). 

(aa) Information as described in para-
graphs (a) through (w) contained in 
correspondence to or from the Presi-
dent or the Vice President, including 
background briefing memoranda and 
talking points for meetings between 
the President or the Vice President and 
foreign government officials, and dis-
cussions of the timing and purposes of 
such meetings. 

(bb) Information as described in para-
graphs (a) through (w) contained in 
agency message traffic originated by 
White House or Executive Office of the 
President staff members but sent 
through agency communication net-
works.

§ 2002.7 Referral and decision. 

(a) When the identity of the agencies 
having declassification authority over 
foreign government information is not 
apparent to the agency holding the in-
formation, or when reviewing officials 
do not possess the requisite expertise, 
the information shall be referred for 
review and a declassification deter-
mination as follows: 

(1) Categories 2002.6 (b) through (d), 
Department of Energy or Nuclear Reg-
ulatory Commission (as appropriate). 

(2) Categories 2002.6 (e) and (f), Cen-
tral Intelligence Agency. 

(3) Categories 2002.6 (g) through (l), 
Department of State. 

(4) Categories 2002.6 (m) through (t), 
Department of Defense. 

(5) Categories 2002.6 (u) and (w), De-
partment of the Treasury. 

(6) Categories 2002.6 (x) through (bb), 
National Security Council. 

(b) Referrals to agencies shall include 
copies of the documents containing the 
foreign government information. Agen-
cies shall review the referred docu-
ments and promptly notify the Archi-
vist of the United States of the declas-
sification determination. Forwarded 
copies of the documents shall be 
marked to reflect any downgrading or 
declassification action and shall be re-
turned to the National Archives.

§ 2002.8 Downgrading. 

Foreign government information 
classified ‘‘Top Secret’’ may be down-
graded to ‘‘Secret’’ after 30 years un-
less the agency with declassification 
authority over it determines on its 
own, or after consultation, as appro-
priate, with the foreign government or 
international organization of govern-
ments which furnished the informa-
tion, that it requires continued protec-
tion at the ‘‘Top Secret’’ level.
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